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Abstract

This literature review focuses on the importance of prioritizing personal data security in insurance organi-
zations in the context of Web 2.0 and the fourth industrial revolution. With the increasing use of digital trans-
actions and data sharing, there is a need for improved data security postures to mitigate vulnerability issues.
Personal data is a valuable asset that is targeted by malicious individuals, which highlights the importance of
establishing proactive and trustworthy security frameworks. The study evaluates the security threats associ-
ated with the collection, processing, storage, and retention of personal data in insurance organizations, and
examines the legal and technical provisions for its protection. Through an analytical review methodology, this
paper highlights the urgent need to establish robust data security measures to ensure that personal data is
secure when held in the custody of insurance organizations and personal management information systems.

|. INTRODUCTION

This paper makes a significant contribution to
insurance organizations specifically by highlighting
the importance of establishing proactive and
trustworthy security frameworks for the protection of
personal data. The motivation behind this research
stems fromthe need to address security gaps in data
processing organizations. Therefore, addressing
the problems has significant implications for
streamlining frameworks for personal data security.
The current focus on personal data security as a
valuable asset in the Darkweb raises an urgent
need for prioritizing the security posture. The
paper is organized as follow; introduction, literature

review whereby the paper highlights the security
threats associated with personal data, and legal
and technical mechanisms for the protection of
personal data. The paper also discusses through
cyber vigilance and presents conclusions.

Technological advancements and innovations
have led to paradigm shift toward cyber related
risks. The revolution on cyber security place
organizations at the run to seek for betterand cost-
effective cyber solutions for the internet and data
infrastructures.  The web and the internet that
seemed to be the hope to many for digital revolution
has turned into a horror to people’s data where
hackers are now targeting the internet in order to

Keywords: Information Security, Personal Data, Digital Twin, Personally Identifiable Information, Personal

Management Information Systems, Data Anomalies.

Production and hosting by NAUSS

Lo

* Corresponding Author: Cosmas Knowen
Email: cosmasknowen@gmail.com
doi: 10.26735/ENPO6596

1658-7782© 2023. JISCR. This is an open access article, distributed under the terms of the Creative Commons, Attribution-NonCommercial License.




JISCR 2023; Volume 6 Issue (1)

Prioritizing Personal Data Protection in Insurance Organizations: Kenya Case Study |3

mine personal data from people’s online accounts
[1]. It's on record the 2017-2019 cyber epidemic,
(WannaCry Ransomware attack), that cost large
organizations and government agencies huge
budgets to mitigate the risks [2], [3]. The value of
personal data has reached an extent where some
electronic gadget (Oppo, Xiaomi, Huawei phones)
manufacturers have installed backdoor programs
that continuously spy on and mine data and
activities carried out on the gadgets meaning that
data is not even safe in PMIS [4]. The significant
shift towards and dependency on technology has
resulted to increase in cybercrimes where hackers
now even target government information systems.
The government of Costa Rica was a victim
where hackers launched Conti Ransomware and
compromised government databases, resulting
in a data risks worth $125 million, and no data
recovery was possible [5], [6].

Il. LITERATURE REVIEW

In the cybersecurity projection calendar, it
is recorded that cybercrimes have significantly
escalated. This is evident from the 2022 statistics
where Heimdal processed, addressed, and
resolved over 25 million cybersecurity events. The
cyber landscape is worsening each moment, which
calls for proactive and resilient security frameworks
and infrastructures to reduce the incidence of
cyberattacks. Itis evident that hackers make billions
of dollars daily by trading personal data in black
markets with cybercriminals. Similarly, states gather
intelligence reports from other states in cyberwar,
as exemplified by the Russian state-sponsored
cyber-attack against the USA. The Russian
government sponsored hackers who successfully
launched an APT attack from September 2020 to
December 2020 that targeted state, local, tribal,
and territorial (SLTT) governments, as well as
prominent individuals' online accounts, resulting
in a lot of data being exfiltrated and government
networks being compromised. [8].

Data processing organizations need to be
vigilant and incorporate resilient ways of promoting
cyber security [9]. According to Andrew Morrison,
the US principle strategic cyber security advisor,
he concluded, on his cyber security projection

landscape 2022, that “the evolution of cyber risk
is generally cumulative. That is, the drivers and
opportunities in one era do not replace those of the
preceding era. Rather, they expand the horizon”[7],
[9]. Comprehensive cyber security mitigation
measures must take into consideration the three key
objectives (market drivers, key decision makers,
and key new opportunities) in three phases [9] as
indicated in Table 1.

Cyber space is taking a new course. Cybercrime
is taking a new dimension due to the value of
critical data and its landscape has become too
sophisticated to be predicted[10]. According to
The North Atlantic Treaty Organization (NATO)
reports, State sponsored attacks are rapidly
increasing due to access to intelligence reports
and information of other countries [11].

. Selling of personal data in the dark market
attracts millions of bitcoins to hackers. Critical
confidential information of millions of citizens had
spread on the internet and confined their privacy
[12]. Cybercrime has now taken geopolitical path
like the recent case between Russia and Ukraine
whereby Ukraine government paid hackers a huge
ransom to perform a counter attack against Russia.
Pro-Ukrainian hacktivists performed an attack
on the Belarusian railway line in an effort to keep
Russian forces out of Ukraine [13].

Kenyaisanoexceptioninthe sophisticationofthe
cybercrime landscape, according to the available
data and statistics in the Communication Authority of
Kenya's intelligence unit, there has been significant
increase in cyber-attacks with growing number
malware attacks, web application attacks, system
misconfiguration and online abuse in government
agencies and data processing organization in
Kenya. According to the Kenya National Computer
Incidence Response Team/ Control Center
(KNCIRT/CC), high numbers of attacks were
recorded in one quarter (37.1 million cyber threats
in the last three months of 2019) which represents
anincrease of 47.3% from 25.2 million attacks in the
previous quarter (July, August and September of
2019) [14]. Developing nations and agencies that
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TABLE |
CvYBER SECURITY REVOLUTION

Period Market drivers Key decision makers Key opportunities
2005- 2012 In the wake of the internet revolution, organi- e Chief Information Security o |T risk assessment and strategy
zations focus on new standards for informa- Officers (CISOs) o
(The eraof  tion security. The financial crisis also brought * Identification of large scale
compliance) intensified focus on regulatory compliance in  ® IT Risk Officers (ITROs) risks and security program
the areas of information and technology risk. development
® Access management
e System implementation
e ERP security
2013- 2021 High-profile cyber-attack across multiple in- e CISOs and ITROs e Cyber security
dustries stimulated the attention of the me-
(Theeraof  dia, public, board and executive’'s manage- ® Chief Risk Officers (CROs) e Cyber vigilance

risk) ment, inspiring many organizations to move
beyond compliance to examine the funda-
mental business cyber risks.

2022 and Growing maturity across the capabilities and
beyond solutions of the past 15 years will drive many
organizations to seek better cost efficiency.

(Theeraof  Atthe same time, the increasingly ubiquitous
maturity and  connectivity of products and infrastructure
ubiquity) will intensify focus on managing risk in the

internet of things.

haven't adopted mature intelligent cyber security
mechanisms are at a great risk that may originate
from cyber-attacks on their critical infrastructures
(insurance organizations, government intelligent
data, economic organizations, healthcare and
education institutions) [15]. This is evident from the
previous Ransomware cyber-attack in the Kenya’s
big supermarket (Naivas systems), whereby
critical data was stolen, transaction systems were
compromised and money fraud was performed
without trace and recovery.

Despite of the Chief Commercial Officer of
Naivas highlighting that stolen data did not contain
customers personal data (banking details) and
immediate actions were taken to contain the attack
[16], the information is not sufficient to tell whether
the systems are safe in future and whether there
has been persistent mining of the customers
shopping and transaction history, provided that a

e Chief information officer
(ClOs)

e Executives (CEOs, CFOs,
CLOs)

e Line of business leaders
e Board of directors

¢ CISOs, CCIOs, ITROs,
CROs, CEQs, CFOs, CLO,
LOB leaders, boards

¢ Product management and
engineers

e Cyber resilience

e Cyber managed services
e Cloud based security solutions

e Connected service security

malware taken at least 182 days to be detected [9].
Checkpoint software technologies limited cyber
security advisory report (checkpoint software
2022 security report) revealed shocking statistics
in the Kenya cyber threats landscape with a hiked
record of 278 million cyberattacks in the months
of October, November, and December 2022. The
Kenya National Cybercrime Center (NCC) reported
that the cybercrime atmosphere in Kenya was
worsening every single time with 200% cybercrime
increase in the first quarter of 2022/2023 cyber
calendar which is three times of the number of
cyberattacks reported in the previous quarter [15].
Eastern and southern Africa nations are at a great
risk of cyberattacks with major target to government
agencies, insurance organizations, and finance
sectors. According to the cyber security projection
report of 2021 and 2022, Africa cumulatively
experienced a high volume of cyberattacks
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worldwide. In the light of the unprecedented
eruptive rise in cyberattacks organizations need
to be vigilant about cyber threats in the digital
landscape [17].

Nations all over the world have begun to realize
the urgent need to have policy frameworks that
deal with the security concerns of personal data; for
example the Kenya data protection act 2019 [18]
and the EU general data protection regulations act
2018 that include legal provisions about personal
data [19]-[21].

The sensitivity of personal data or Personal
Identifiable Information (PIl) requires the data
to be secured during transmission and storage
using comprehensive security mechanisms since
disclosure will cause direct harm to individuals
[22].  According to NIST PIl guide, Full name
(if uncommon), face, home address, email, ID
number, passport number, license plate number,
driver's license, fingerprints or handwriting, credit
card number, digital identity, date of birth, place
of birth, genetic information, phone number, and
login or screen name are all examples of personal
data that hackers can be interested in mining[23]
as illustrated in Figure 1 below.

Personal data should be given the top security
priority as we want to attain total security [24].
Protecting personal data will not only useful
to the individual, but also will ensure that the
employee does not lose its reputation, undergo
extreme expenses, provide low productivity and
will minimize chances of widening the attacking
points to the organization where an individual is
working [24], Figure 2 below represents Graphical
representation of the relationship between personal
data and documents authenticity.

Nodes ‘P’ represents personal data (Full name
(if uncommon), face, home address, email, ID
number, passport number, license plate number,
driver's license, fingerprints or handwriting, credit
card number, digital identity, date of birth, place
of birth, genetic information, phone number,
login(s), SSN, account numbers, etc.), free spaces
within the rectangles represent document text
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Fig.1. NIST: Personal Identifiable Information (PIl) ([24])

Geographic
information

other than personal data and the lines connecting
p(s) represent additional information needed to
connect the texts and the personal data to make a
document.

Example: a financial bank statement: “P” is the
ID number, Account number, Date of birth and
physical address. “Free space” can be texts about
deductions, gross salary, taxations, etc. the “lines
of connection” can represent date of transaction,
account balance, employees pin, etc.

The most appropriate way to promote data
integrity is deploying multiple security mechanisms,
which must be diligently and carefully applied
to eliminate unnecessary complexities [25]. A
concrete and coherent security system must be
objective by ensuring integrity, confidentiality and
availability of data [26]. To attain paramount
internal and external security, this requires not only
by extensive security techniques like hashing and
encryption but also needs different information
security guidelines and standards that must be
adhered to [26].

In the following section, a detailed description of
the security threats associated with personal data
security will be presented.
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Fig.2. Relationship between personal data and critical records

Ill. SEcURITY THREATS AssociaTED WITH
PersoNaL DATA SECURITY

In the span of a few months since its inception
in the summer of 2022, the "dandruff attack" has
evolved rapidly from a basic mailing list to a
sophisticated system with advanced methods
of goal analysis. As of now, there are several
generations of this attack that can be identified.
The attackers have developed and refined their
strategies over time to make the attacks more
effective and harder to detect.

The preservation of personal data security
is paramount in today's interconnected digital
landscape. However, this section delves into the
various security threats that pose significant risks
to the confidentiality, integrity, and availability
of personal information. It explores the potential
vulnerabilities that malicious actors exploit to
compromise data security, such as ransomware
attacks, advanced persistence attacks threats,
phishing attacks, unintentional data exposure,
and insider threats.. Understanding these security
threats is essential for implementing robust
protective measures and developing effective

strategies to safeguard personal data from
unauthorized access or misuse.

1) Ransomware attacks

Ransomware attack is one of the greatest
threats to personal data, once an attacker gains
access to the data, encrypts the data on the victim’s
computer and in return asks for payment in order to
decrypt the data [27]. It is reported that in the
first half of the year 2021, $590 million ransomware
related activities were performed which reflects an
increase from $416 million cases in the year 2020
[28].

According to [29] analytics, 2 million files
are infected daily due to ransomware attack. In
addition, 37% of global large scale organizations
reported ransomware attack in the year 2021
[28] . According to cyber threat landscape of
2022, companies are suffering from ransomware
extortion since 80% of the companies which paid to
retrieve their encrypted files experienced another
attack after a short period [9]. Today ransomware
is linked to geopolitical cold wars. Superpowers
nations hires hackers to direct attacks to opposing
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superpower intelligence systems [30]. According
to The Australian Cyber Security Center (ACSC),
Russia sponsored ransomware attacks targeted
the Australian critical infrastructure entities and
sectors, including: healthcare facilities, financial
markets, higher education organizations, research
entities, and the energy sectors [31]. On the
same context, the United Kingdom’s National
Cyber Security Centre (NCSC-UK) reported that
ransomware attacks targeted the top UK sectors
including the legal, businesses, charity centers,
local governments and the healthcare sectors [32].

According to the US Treasury report of 2020,
78.5% of US ransomware attacks targeted
personal data that are for financial identity [33].
Victims suffered from direct extortion as they had
to pay for their encrypted data to be decrypted.
Some personal data were used by attackers to
fake credit cards and perform pseudo- transaction
(money laundering) from the victim’s bank account
as illustrated in Figure 3. [33]. Figure 3 below
highlights that protection of personal data is
matter that should be given top priority. The figure
represents a successful money laundry incident
from a secure banking system. Although the bank

i --.-'\._
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VICTIM DEPOSITORY cvc SUSPICIOUS

Enfifiss
Faciiiating
Victim Payments

MONEY DEXS cvC
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system is protected, yet personal data (credit card
identity numbers) is vulnerable to attack. Another
research by a great cyber security researcher
Andrew Morrison indicates that 42% of companies
which lost their data have never recovered 95% of
personal data even after payment [9].

2) Advanced persistence threats (APTs).

APTs are cyberattack activities where a threat
actor establishes a sustained presence inside
a compromised network in order to steal critical
information on a regular basis [34]. According to
the US Treasury FINCEN Advisory special report
vol. 42, no. ¢, pp. 1-8, 2020, APT cyberthreats must
constantly surpass the increasing sophistication
of standard security controls in order to avoid
detection [35] during the full APT attack life
cycle (which could run for several years). The
sophisticated attack techniques used by APT
groups make it far more challenging to stop this
cyber threat [17], [34] . For APT attack to be
successful, an attacker needs to employ a number
of systematic processes persistently known as APT
attack life cycle as illustrated in figure 4 below.

Advanced persistent threat (APT) attacks are

cvC
EXCHANGES Cash-Cut

ATTACKER/

EXCHANGES AFFILIATES

Facioting
Dohscation

Fig.3. Ransomware money laundry incidence in a secure banking system
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Fig.4. APT attack cycle

reportedly used by attackers to target important
government infrastructures, financial institutions,
legal entities, and huge organizations. While looking
for sensitive internal information (personal data),
intellectual property, and privileged credentials
(administrator passwords and other credentials),
APT is frequently utilized by the perpetrators.
Governments and organizations also employ APT
for espionage purposes (geopolitical advantage)
in order to seek out information on political,
military, and economic affairs as well as on the
manufacturing of goods and marketing plans from
other nations. [36], [37].

Some of the outstanding APT cyber-espionage
are; the Chinese APT cyber espionage operation
targeting US, Europe and Asia organizations to
mine business and prominent peoples sensitive
information is one of the top government
sponsored APT espionage attack [38]. Hong
Kong is also in the count of the victims of Chinese
APT espionage whereby a persistent access was
gained to the countries communication network,
whereby DazzleSpy backdoor malware payload
was launched into the pro-democracy radio
station and critical personal information was stolen
[39] . On the same note, the Twisted panda APT
espionage where by the Chines government
targeted the Russian defense research institutions
[40]. The APT cyber-espionage landscape can't be
complete without mentioning the BackTech cyber-
espionage APT group that was sponsored by the
Chinese government to spy and compromise with
the Japan and Taiwan defense technology, media,
and communication sectors [39].

On the top the landscape is the Russian state-
sponsored APT attack targeting the US and the
international critical infrastructure organizations
with the aim of sabotaging and compromised with
critical intelligence and prominent people personal
data [8] .The Russian state sponsored APT attack
is said to have been effectively planned and the
attackers employed the full cycle of cyber kill chain
[30]

Other threats and risks

3) Phishing attack

Phishing is the practice of a bad actor sending
fraudulent message that looks to be from a
trustworthy source, such as a bank or business, or
from a person using the incorrect phone number.
Phishing attacks can be sent via text, email, or
social media. Usually, the intention is to install
malware or coerce the victim into giving up personal
information in order to steal information.

4) Unintentional data Exposure

A larger percentage of data breaches are
brought on by the careless or unintentional
release of sensitive data rather than a deliberate
attack. Employees frequently share, allow access
to, mishandle, lose, or share valuable data either
accidentally or because they are unaware of
security procedures.

Employee education as well as other methods
like data loss prevention (DLP) technology and
improved access controls can be used to solve this
serious issue.

5) Insider threats

Employees who knowingly or unknowingly
jeopardize the confidentiality of an organization's
data are known as insider threats.

Insider risks are categorized into three i.e. Non-
malicious insiders are users who may hurt others
unintentionally, carelessly, or because they are
not aware of security precautions. Insiders that
intentionally try to steal data or hurt the company
for their own gain are known as malicious insiders.

JISCR 2023; Volume 6 Issue (1)
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Insiders who have been hacked are people who
are unaware that an outside attacker has obtained
access to their accounts or credentials. The
attacker can then carry out nefarious deeds while
posing as a normal user.

IV. MECHANISMS AND STRATEGIES FOR
ENFORCING AND ENHANCING CYBERSECURITY
FOR INSURANCE ORGANIZATIONS

A. Integrating Digital Twin Capability for Cyber Se-
curity enhancement

Digital twin'is a virtual representation of an object
or system that spans its lifecycle, is updated from
real-time data, and combines simulation, machine
learning, and reasoning to aid decision-making.
Digital twin technology connects real-world assets
with real-world data to improve visualization. It is a
potent data-driven technology [8].

Digital twin facilitates an accurate virtual
representation of a physical object. The object
being analyzed has a number of sensors attached
to the critical working components. These sensors
generate information about several facets of the
functionality of the physical objects. After that, a
processing system transfers this information and
applies it to the digital copy. The virtual model can
be used to run simulations, investigate performance
problems, and produce potential upgrades, all with
the aim of producing insightful data that can then
be applied back to the original physical device.

Cross-functional teams can design, develop,
test, deploy, and run complex systems in a
collaborative, immersive manner using digital
twins. With the help of digital twin's robust
algorithms, businesses may synthesize historical
data to comprehend the past, see the present,
and anticipate difficulties in the future. Using sales
and marketing insights, analysis, 3D visualization,
modeling, and prediction, they assist in decision-
making.

According to Australia 2020 defense strategic
report, organization were advised to invest on
intelligence and data driven technologies to
address their cyber situation [12]. Today attackers
have been enhancing their skills in that almost all
attacks are artificial intelligence (Al) driven. In order

for data organizations to be on the same page they
should invest on Al and data driven security tools
for the modern escalating cyber threats [12].

As we usher in the metaverse and fifth industrial
revolution ( 5IR), the key secret is data about data
to service data. Digital twin being a data driven
technology it will be an effective tool to mitigate
cyber security risks and thereby guaranteeing in
depth defense [41]. Digital twin is expected to be
an optimal way to promote cyber security. Digital
twin will increase security scope visibility starting
from anomaly detection, intrusion detection, identity
vigilance, and prevention hence promote an active
cyber defense posture.

The real time data analytics and behavior
mining nature of digital twin gives it an upper hand
for the implementation of a transformational and a
comprehensive security framework. According to
Krigsman[42], Kurtthe CISO of Siemens USA argues
that they have seen a significant cyber opportunity
in the application real-time data, passive data, and
digital twins, in threat detection from the internet,
and data security. There is a significant opportunity
to leverage digital twin in combating cyber related
issues. Digital twin offers a simulated platform for
discrepancy and anomaly detection hence reliable
detection of an attack [43]. Digital twin will enhance
visibility of cyber-attacks as follow;

i. Indicators of Compromise (IOC) search
known-bad signs of compromise from a wide
range of searches. Search for those signs in
the network and host indicators from a variety
of sources. Analyze outcomes for additional
signs of malevolent behavior to eliminate the
false positives.

i. Pattern analysis - Examine data to find recur-
ring patterns that may be caused by automat-
ed systems (such as malware or scripts) or
regular human threat actor activity. Eliminate
the regular activity data and analyze the re-
maining data to spot any unusual or harmful
behavior [44]

iii. Anomaly Detection - Analyze the gathered
artifacts to find errors based on the team's
understanding of and experience with system
administration. It reviews unique values for
different datasets and, as necessary, conduct




48

research on related data to look for aberrant
behavior that might be a sign of threat actor
activity [44], [45].

The monitoring, simulation, optimization and
prediction of cyber outcome are among the potential
ways digital twin will enhance security posture.
The virtual replica of the defense mechanism will
significantly assure additional security to the data,
system and users [46]. The paradigm shift in attack
mechanisms has resulted in further exposure of
data assets. Hackers have upgraded their use
of Al and data driven techniques to perform their
attack hence they can penetrate easily even in
protected systems, thus there is a need to upgrade
the security postures [41]. Digital twin will enhance
the visibility of not only data items but also behavior
of the personal data processing. In a case where
anomaly data behavior is detected significant out
bound security protocols will disable outflow of data
and any instances. The inbound security protocols
will conduct signature filtration and separate the
data from malicious signatures. Cryptography
algorithms will be employed during data exchange
to ensure that that on transit is encrypted.

V. TECHNICAL AND LEGAL FRAMEWORKS FOR
SAFEGUARDING PERsoONAL DaTa

Scholars and cyber security organizations and
agencies have engaged in extensive research to
recommend for effective ways to enhance personal
data security. ENSA under contract number
ENISA P/18/12/TCD Lot 2 established an advisory
consortium committee that was tasked with the
responsibility to come up with recommendation
report about “the cryptographic measures for
security personal data” [47]. The report significantly
highlighted the cryptographic techniques applied
to safeguard sensitive/personal data. In addition
to the technical cryptographic recommendation
ENSA emphasized that legal provisions must
also parallel applied[18]. The National Institute of
Standards and Technology (NIST) on its special
publication number 800-122 “Guide to Protecting
the Confidentiality of Personally Identifiable
Information (PII)” has highlighted out provisions for
personal data security. A framework for protecting

PIl should highlight not only legal policies and
procedures but also should incorporate technical
mechanisms [23].

A. Legal frameworks review

Legal frameworks play a vital role in highlighting
the rules and regulations for handling cyber
related crimes. In the cyber projection statistics,
it's highlighted that in the present cyber security
landscape its recorded that there has been a
significant increase in cyber insider threats.
Employees are said to be acting maliciously against
employer once they quit their jobs due to unfair
work expectations [13]. Toby Lewis the head of
threat analysis at DarkTace affirmed that, Internal
employees have access to information systems
and in one way or the other they always monitor
the system behaviors, there is a likelihood once
the employees quite the jobs they might use their
previous system credentials to perform malicious
activities [48]. There is a trend where criminal groups
recruited insiders by offering the large amount
of money to enable them gain access to critical/
personal information in the organizations databases
[49], [50]. The above scenarios indicate that there
is an essence to incorporate legal frameworks to
enable conviction and judging cybercrime related
issues both insider and external.

Based on this, Kenya makes reference to legal
frameworks (treaties, statues, parliamentary acts
and by laws) have been promulgated in Kenya and
internally to protect personal data.

1) The Data Protection Act 2019 of Kenya, part 1V,
section 30 has highlighted out the principles for safe-
guarding personal data [15].

2) The Kenya data protection bill 2018, part I clause
23, highlights out the legal conviction procedure for
whoever found with an offence of interference with
personal data [21].

3) The general data protection regulation (GDPR
2018) chapter 4, article 32 has reinforced a provision
for the protection of personal data (both in context
and substance) and extended the responsibility to
data processors( both private, public and individu-
als) to give personal data a top priority in the security
pyramid [51].

4) The 2010, National Institute of Standards and Tech-
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nology (NIST) “Guide to Protecting the Confidentiality
of Personally Identifiable Information (PIl)” [23]

VI. TECHNICAL MECHANISMS FOR THE
ProTeCTION OF PERSONAL DATA

Technical mechanisms provide direct data
security related concerns. Researchers have
found out that personal data is more exposed and
vulnerable to attacks. The research conquers with
UpGuard technologies on their remarks about an
optimal, comprehensive personal data security
the following should be applied.; cryptography,
Pseudonymization and anonymization, Hashing
and critical data de-identification, Typosquating
protection, data masking and ethical walls.

1) Pseudonymization techniques

Pseudonymization is a data protection technique
which aims at protecting the identity of individuals
by substituting their identifiers by pseudonyms
[562], [53].

Following the adoption of the General Data
Protection Regulation (GDPR), Article 4(5)
Employment of Pseudonymization techniques to
hide personal data both in the databases and in
the user’s portable devices has gained additional
attention and relevance by cyber security
organization and organizations that deal with
personal data.

According to the European Data Protection
Board report of 2021, Pseudonymization is only one
possible technique and must be combined with a
thorough security risk assessment for the protection
of personal data. Data controllers and processors
should engage in data pseudonymization, based
on a security and data protection risk assessment
and taking due account of the overall context and
characteristics of personal data processing. This
may also comprise methods for data subjects to
pseudonymize personal data on their side (e.g.
before delivering data to the controller/processor)
to increase control of their own personal data [53].

Security concerns more so to personally
identifiable information (personal data) and
maintaining the primary significant value of
personal data should be given top priority [54].
Personal data such as; name of the person, age

of the person, account number, social security
numbers, biometric data, and IP addresses should
be hidden/di-identified from the public view since
their exposure to the public might result to security
risks [52]. The regular interaction and access
to personal data subject the data to extensive
vulnerabilities which might result to cyber risks, the
portability of the personal data even within personal
devices like; mobile phones and flash drives
should be comprehensive in order to restore the
confidentiality, integrity and access of such data.

2) Data masking and ethical walls

Through the use of data masking, a decoy
copy of your organizational data that you can use
for software testing, training, and other activities
that don't require the real thing. When a functional
substitute is required, the aim is to secure data
while offering it. An ethical wall is a screening tool
that safeguards users from a conflict of interest by
prohibiting or restricting the exposure of information
to specific workers who represent other clients or
interests that might conflict with or benefit from
the information [55] hence the critical data is di-
identified.

While changing the values, data masking
preserves the data's type. Encryption, character
rearranging, and character or word substitution are
just a few methods for altering data. Regardless of
the method you select, the values must be altered
in a way that prevents them from being backwards-
engineered [56].

3) Cryptographic techniques (Encryption of Data)

The process of transforming data from a
readable format (plaintext) to an unintelligible
encoded format (ciphertext) is known as data
encryption. The data cannot be read or processed
until the encrypted data has been decrypted using
the decryption key [56].

The sender and recipient each have their own
keys, which are combined to conduct the encryption
operation in public-key cryptography systems. This
eliminates the need to share the decryption key
[57]. This is more secure by nature.

Hackers may be prevented from gaining

access to sensitive data using data encryption.
The majority of security plans depend on it, and
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many compliance standards related to protection
of personal data require the integration of such
techniques.

The technical measures when adopted
independently they only address a niche problem,
but joint adoption solves only the technical
related issues of data protection. Adoption of
technical and legal frameworks for the protection
of personal data independently does not provide
the comprehensiveness and the robustness
required for the personal data security. Based on
the literature findings with significance reference to
the rational choice theory the cyber atmosphere for
the personal data is compromised and gets more
sophisticated every time [58], [59], hence need for
insurance organization to adopt cyber vigilance
measures as discussed below.

Vii. CYBER VIGILANCE

Entails the integration of threat data, IT data
and critical data with context-rich intelligence to
proactively detect and manage cyber threats and
respond more effectively to cyber incidences.
It includes: advanced threat readiness and
preparation, cyber risk analytics, SOC and threat
intelligence [8].

Cyber vigilance through data leak detection,
privilege control and monitoring, credentials
exposure detection, will further make security
posture more comprehensive and strong[60]

Cyber intelligence is a systematic process as
highlighted below.

i. Credentials exposure detection

Credential exposure is state or a situation where
individual's credentials (username, pass-
words or SSN are revealed either accidentally
or intentionally. Credentials exposure detec-
tion is the process or a technique at which
a response is given automatically in a case
where credentials have been exposed[61].
The data breach investigation report (DBIR)
indicates that 67% of data breach incidences
in 2020 were as a result of credentials theft
[62].

Attivo Networks (2021), “Improving cyber hy-
giene by remediating exposed credentials”

study was done concerning the log in creden-
tials exposure and a conclusion was made
that automated system for credentials expo-
sure detection is the only strategy to remedi-
ate the issue.

Further experimental study was conducted us-
ing threat path solution and it was found that
80% of network users use a common pass-
word [63].

ii. Privilege Control and Management (PCM)

Privilege control refers to cybersecurity tech-
nigques and tools used to impose control over
elevated ("privileged") access and permis-
sions for users, accounts, systems, and pro-
cesses throughout an IT environment [64].
Privilege control management will ensure that
stolen credentials cannot be used to access
onto the system [65].

PCM had three pillars of effectiveness (visibility,
knowledge and action) [66], PCM strategies
enables reporting of credentials exposure hence
visibility of point of attack and a coherent action
is taken for disabling access [67]. PCM allow
specific access rights to be given to specific
users while barring other users from accessing
the services. ManageEngine proposed a ranking
pyramid framework for management of personal
data security, where at the top is the “most
privileged users” who play critical risky role in
cyber vigilance of the organization and process
and control personal data, at the middle “power
users” and at the bottom “the standard users” [68]
this is illustrated in figure 5. Microsoft reported that

AT Lt
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Fig.5. pyramid of data handlers’ risks
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in 2014, 80% of reported incidences of personal
data mutilation was due to credentials exposure
and malicious people gained access to individuals
computers stole and mutilated the data [67].

PCM is made even more possible and effective
through the integration of machine learning (ML),
Artificial intelligence(Al), data mining and Digital
twin [44], [45] hence an automated method for
privilege control and management [69]. ML enable
an automated supervised learning that learn from
users behaviors and once a suspicious users
are detected their privileges are systematically
suppressed [44].

iiil. Data anomaly and outlier detection

ML enhances visibility of malicious activities by

the perpetrators, learning the users behavior
on a database and enable detection of anom-
aly activities [44] .

IV. DaTA LEAK DETECTION AND PREVENTION
A. Theoretical review

The study is strongly grounded on the following
two theories; Cloud Access Security Broker (CASB)
and the rational choice theory

1) Cloud Access Security Broker (CASB) model.

Cloud Access Security Broker (CASB) is
placed between cloud service users and cloud
applications of cloud computing to ensure security
enforcement of cloud-based software CASB is also
used to manage the dimensionality, heterogeneity,
and ambiguity associated with cloud services
[70]. Cloud Access Security Broker (CASB) is a
framework for securing data end to end. Unlike
other security models and frameworks that focus
on SaaS, CASB is a comprehensive tool for both
laaS, SaaS and private cloud applications [71].
It was predicted that 85% organizations offering
cloud service were to rely on CASB by 2020 for
implementation of security postures which is an
increase from 5% in 2015. Giant cloud service
companies like Microsoft, sales force, and Amazon
Web Services (AWS) are among the organizations
that have adopted CASB [72].

Despite the significant contribution the model

has made into the cloud security it has failed to
address the issue of in-house security policies and
postures integration. Streamlined dynamic security
posture that are interdependent will make it easy
for the organization to conduct security analytics
and streamline with the policy frameworks of the
organizations [73]. CASB model has addressed
data security issues in the cloud [74] but it fails to
address the security issues associated with data
exchange process outside the cloud.

The model sets an architectural base outlay of
defense in-depth that will be incorporated in further
studies to come up with a comprehensive and
dynamic model that address both cloud issues,
internet and offline personal data processing
issues.

2) Rational choice theory.

Human being are assumed to be rational
in nature hence their utilitarian believe such as
financial gain even from deviant actions [75].
Rational choice theory gives presumption that
people are driven by a desire for financial gain
and opportunities of making profit [76]. The theory
converge all the human actions towards the
psychological force [77]. Criminal decision making
is a rational process, if the cost and risk to be taken
is low compared to profit benefit out of crime then a
person will commit a crime [78], [79].

Criminal  behavior in cyber space are
inevitably based on criticality of data and the
comprehensiveness of the available security
mechanisms [80]. Rational choice theory in cyber
criminology asserts that if there are high chances of
difficulty in accessing a system and high chances
of being caught will discourage the hackers from
engaging in deviant actions [81].

The theory sets a strong foundation for cyber
legal frameworks for intra-cybercrime and extends
it further on the need of strong security mechanisms.
The theory sets a base for the study by trying to
advocate for incorporation of strong security
measures that makes it difficult for attackers to
access critical data (personal data).

B. Empirical review
Irwin attesed that cyber predictions are difficult
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but emphasized on cyber insurance policies
popularity and comprehensiveness in combating
cybercrimes [82]. He failed to clarify on how cyber
insurance will enhance cyber threat prediction.

Denise on the Majesco blog highlighted that
data driven opportunities Insurance companies are
incorporating metadata driven design approach
to cope with huge data velocities. The study
revealed that investment on Al [83], and metadata
driven technologies (data warehousing, data
mining, BI, customer relationship management,
enterprise application integration, and knowledge
management) will enable insurance companies to
reduce time needed to implement new data sources
and enhance automation [84]. The study findings
also revealed that it will be easy for insurance
companies to handle large customers effectively.

The study advocates for technology to
accommodate more users in insurance companies
but fails to address the security issues and
concerns on the customers data. The study has not
tackled on how metadata technology can promote
data security of the customers data.

According to the research that was conducted
by Veselovska and Jancikova in 2018, on new
trends in insurance information technology security,
using qualitative data, synthesis and comparison
to identify technological innovations in insurance
companies’ information systems. The research
findings revealed that Insurance information
technology is embracing Al, robotics, block chain
for fast data processing and to improve customers’
experience. Also it was revealed that cyber security
is amajor concern thatinsurance companies should
look from both the service provide perspective and
the client side perspective [85].

Despite the study’s attempt to address
the security metrics associate with insurance
company’s insurance information systems there
are no clarifications on security frameworks for
guaranteeing personal data safety.

VIII. ConcLusioN
In conclusion from the study findings and the
literature cited truly the cybercrime landscape is
getting worse day by day. Personal data have a

unique characteristic of individual identification of
specific people hence they are not only exposed
to direct threats but also to indirect threats since
they can be used to fake actions and activities. The
personal data value has reached another extent
where they are considered to be valuable assets
to hackers who get access to them either through
extra filtration or purchase from the dark web
market like SSNDOB. There is an urgent need to
refocus on the data security models and prioritize
personal data security more so in the insurance
companies that are tasked with the responsibility to
process personal data min large quantity. There is
need to adopt intelligence mechanism in the data
protection frameworks in the insurance companies
to embrace robustness and comprehensiveness in
the personal data security.
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